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Activities planned for this year’s Privacy Awareness Week 
include:  
 
·  emails to Information Officers every day of the week 

containing privacy tips; 
·  launching a privacy video for Territory school children - 

see some of our posters below; 
·  letters to Chief Executives reminding them about some 

of their privacy obligations; and 
·  PAW lunchtime meeting for Information Officers on 

Friday 8 May at noon at 10 Litchfield Street. 
 
For more details about PAW see: 
http://www.privacyawarenessweek.org/paw 
 

       

            
 
There are now nine participating jurisdictions in PAW,  
with British Columbia and Korea recently joining.  

 

 

 

The emphasis for PAW 09 is 
on youth. Children and young 

people are vulnerable to a 
number of privacy threats.  

PAW has produced a series of 
posters and a video to remind 

young people:  
Think before you upload – 

Once it’s out there, it’s 
everywhere . 
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The last few months have been a busy and interesting time in the area of FOI. 
 
On 5 February 2009, the NSW Ombudsman released a report as part of his review of 
the NSW Freedom of Information Act 1989.  The Ombudsman’s recommendations 
contain three key elements: 
 

·  a greater level of proactive disclosure of government information; 
·  a new, clearly worded Act called the Open Government Information Act; and 
·  the appointment of an independent Information Commissioner. 

 
The report was critical of the current FOI Act for its complexity and noted that there 
needs to be a significant cultural shift to give practical meaning to the objects and 
intentions of the new Act.   
 
The Australian Government announced as part of its 2007 election policies that it 
would reform the Commonwealth Freedom of Information Act 1982.  In November 
2008, the government implemented the first stage of the reforms by introducing a bill 
to abolish conclusive certificates.  The second stage took place on 25 March, when 
Senator John Faulkner released exposure drafts of the Information Commissioner Bill 
2009 and the Freedom of Information Act Amendment (Reform) Bill 2009 for public 
comment.  Copies of the Bills are available from the website of the Department of 
Prime Minister and Cabinet www.pmc.gov.au.  Submissions close on 15 May 2009.  
See page 6 for a comparison of the recommendations with the provisions of the 
Northern Territory Information Act. 
 
The Queensland government is still welcoming submissions on its proposed FOI 
reform.  The government has recently reconfirmed its commitment to make more 
information available and to provide appropriate protection for individual’s privacy. 
 
On 2 April, the Tasmanian Government released its Review of the Freedom of 
Information Act 1991 Directions Paper.  The Paper included 44 recommendations and 
had four key themes: 
 

·  increased publishing of core information;  
·  a new Right to Information Act 2009; 
·  an enhanced role for the Ombudsman in relation to the review and monitoring 

of information; and 
·  improved processes for dealing with the release of information. 

 
See page 9 for information about some of the recommendations. 

 
 
 

Zoe Marcham 
A/Information Commissioner 

From the Commissioner’s Desk  
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INFORMATION OFFICER’S PROFILE   

   
Barbara Young is our Information 
Officer (IO) featured in this issue  

 
 

 

 

 
What brought you to the Territory? 
A holiday in 1978 to visit my younger 
sister. As with a lot of others who venture 
to the Territory for a holiday or short 
break, I enjoyed it so much it’s now my 
‘home’.    
 
When and how did the Information Act 
come into your life? 
Privacy has always been large part of my 
working life so the transition from the 
private sector to the public sector was not 
difficult. I joined the Department of Health 
and Families in April 2006 as the 
Department’s Information and Privacy 
Officer so it was essential in my role to 
become very familiar with the legislation.  
 
Where do you see yourself in 5 years 
time? 
Interesting question for a person my age! 
Hopefully if I am still working, being able 
to pass on knowledge to others and still 
being in a position that contributes to the 
overall success of wherever I am 
employed. 

 

What aspects of life in the Top End do you 
enjoy the most? 
For me it’s all about lifestyle and life choices.  
I love the first fishing trip of the dry with my 
husband, anchored in the mouth of Tapa 
Bay, enjoying dinner and a glass of wine 
under the stars, listening to our favourite 
music softly in the background as we discuss 
and solve the world’s problems.  We are 
blessed with two daughters and a son-in-law, 
four wonderful grandchildren with number five 
on the way and all but one lives here.  Family 
get togethers at home are all events to be 
cherished.  
 
What is your favourite movie? 
I’m a tragic for true stories, whether funny or 
requiring a box of tissues. On the other hand 
I must confess my daughters (now mothers 
themselves) and I still like to watch “Top 
Gun”. I know I know so 80’s, but all that 
testosterone! 
 
What was the last book you read? 
I am a fan of Patricia Cornwell’s novels as 
Kay Scarpetta the Chief Medical Examiner. 
Sadly I haven’t read her latest book however 
it’s on my ‘to do’ list during a holiday break in 
June.  
 
What do you like most about FOI and 
Privacy? 
The challenge! The Department is so 
diversified and the issues we face daily, 
whether it be personal or government 
information, requires ‘the bible’ (the 
Information Act) to be within hand’s reach at 
all times. I am fortunate to have a Manager 
who believes in involving me in the privacy 
enquiries from work units within the 
Department. Importantly Colleen values my 
contribution in the resolution process. I am 
constantly learning from the exposure.  
 
Any thoughts or advice you'd like to impart? 
As a cancer survivor – every day you can 
wake up and put your feet on the ground, is a 
good day. 
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CHANGES IN THE OIC  
 

There have been a few changes in the OIC, with the 
introduction and passing of the Public Interest 
Disclosure Act (PIDA) to protect persons who may 
wish to blow the whistle on improper conduct in the NT 
public sector (see the next page for more details about 
“Whistleblowers”) 
 

Expressions of interest were sought to employ a 
person for six months to assist in the setting up of the 
Office of the Commissioner for Public Interest 
Disclosures (OCPID). 
 

Caroline Heske  was the successful applicant for this 
position and, in addition to developing guidelines and 

 

procedures for OCPID, she is responsible for the provision of the necessary training 
before the commencement of PIDA.  Caroline’s contract extends to 30 June 2009. 
 
   

 

 Sarah Wilkie  is another new face at the OIC, 
although Sarah is probably known to most of you 
for her involvement and expertise in FOI and 
privacy.  Sarah was the Principal Information 
Officer in the Department of Justice and has 
joined the OIC for three months while Barbara 
Pedersen has joined the Solicitor for the NT in 
the Commercial Division.  The swap allows both 
to enjoy the experiences in another area of work. 
 

Sarah will be at the OIC until 29 May 2009, when 
she returns to Policy and Barbara returns to OIC.   

   
 

Did you know? 

 

 The NT does not yet accept electronic transfers of money or credit card payments from 
people making an FOI application.  We are not alone.  A tale of frustration appeared on 
a regular blog site http://foi-privacy.blogspot.com/2009_02_01_archive.html from an 
applicant seeking to pay an application fee to the Commonwealth Department for 
Broadband, Communications and the Digital Economy, by credit card.  It was met with 
the following response:  

“Unfortunately, I can’t accept your credit card authorisation - we only accept a cheque or 
money order for the $30 application fee, and so at this stage I can’t accept it [The FOI] as a 
valid request. “ 

The Office of the Information Commissioner would be interested to hear your views on 
whether the NT should permit applicants to pay application and processing fees 
electronically. 
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WHISTLEBLOWING HAS ARRIVED IN 

THE NORTHERN TERRITORY 
 
The Territory Parliament has passed the Public 
Interest Disclosure Act (PIDA) to protect 
persons who may wish to blow the whistle on 
improper conduct in the NT public sector.  
When introducing the bill into Parliament, 
Minister Chris Burns explained: 
 
Persons who make public interest disclosures 
play an important role in exposing public sector 
wrongdoing.  They assist in ensuring that public 
organisations are accountable, and that officers 
in public organisations are accountable for their 
actions.  The ability to make a public interest 
disclosure leads to higher standards of 
performance and increased public confidence 
in the public sector. 
 
This bill is not a response to any lack of 
professionalism within the public sector; it is a 
demonstration of support for the principles of 
open and accountable government. 
 
Processes are currently underway to appoint a 
Commissioner for Public Interest Disclosures.  
The Commissioner will run an independent 
office with the power to receive and investigate 
allegations of improper conduct concerning NT 
public bodies.  Public bodies covered under the 
scheme include government agencies, 
statutory bodies, public hospitals and nursing 
homes, Territory Police, and universities. 

 PIDA also provides protection for 
whistleblowers by removing confidentiality 
obligations that might prevent people 
disclosing, making it an offence to commit an 
act of reprisal against a whistleblower, and 
giving the whistleblower the right to sue for 
compensation if a reprisal causes them 
physical or psychological harm, or otherwise 
adversely affects their job or career. 
 
Training sessions for the community and 
public bodies will occur in May and June, and 
online training will soon be available through 
the Commissioner’s website.  The new 
website which will go ‘live’ in the middle of 
May to support the training.   
 
The Act is expected to commence in July 
2009.  Until that time, the Acting Information 
Commissioner is in charge of the new 
legislation and the developments with respect 
to the new Office of the Commissioner for 
Public Interest Disclosures.  For further 
information on the operation of PIDA, please 
contact Caroline Heske on (08) 8985 8611. 
 
All Australian jurisdictions have equivalent 
‘whistleblower legislation’.  South Australia 
was first, in 1993, and Western Australia last 
in 2003.  The Commonwealth recently 
released a report reviewing the operation of 
its scheme.  For a brief overview of the key 
principles of whistleblowing legislation for the 
public sector, see these websites: 

   
http://epress.anu.edu.au/anzsog/whistleblowing/mobile_devices/ch11.html 

http://dspace.anu.edu.au/handle/1885/47452 
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Reforms to the Commonwealth Freedom of Information Act 1982  
   

 
A comparison with the NT Information Act  
 
The principle aim of the reforms is to 
promote a pro-disclosure culture across 
government and build a stronger 
foundation for more openness in 
government.  It is interesting to see how 
these proposals compare with the 
Northern Territory Information Act.  The 
proposed reforms focus on the following 
and the comparison with this jurisdiction 
is in blue text.   
 
·  Abolishing conclusive certificates.  The 

effect of a Minister placing a 
conclusive certificate on a document is 
to limit the capacity for the 
Administrative Appeals Tribunal to 
review the exemption claimed 
underlying the certificate.  The 
Australian government has often been 
criticised by the media for issuing 
conclusive certificates to prevent the 
media gaining access to government 
information.  In the Northern Territory, 
the Chief Minister may issue an 
exemption certificate which is 
conclusive evidence that it is not in the 
public interest to disclose the 
information identified in the certificate 
(s.60).  To this day, there have been 
no exemption certificates issued.  
 

·  Establishing a new Office of the 
Information Commissioner which will 
be headed by an Information 
Commissioner who will be supported 
by the Privacy Commissioner and an 
FOI Commissioner.  This is similar to 
the Northern Territory model.  The 
Department of the Prime Minister and 
Cabinet sought my views on this 
model and I reported that combining 
the work of FOI and privacy had, in my 
view, been successful in the Northern 
Territory. 

  
·  Providing a statutory framework for the 

management and oversight of the on-
going publication of relevant, up-to-
date and accurate information about 
its operations and providing details 
about the information that it routinely 
provides access to.  Section 12 of the 
Information Act requires all public 
sector organisations to publish at least 
once each calendar year; 
 
o a description of the kinds of 

information usually held and 
whether that information may be 
inspected, purchased or distributed 
free of charge; and 
 

o a description of the procedures for 
providing access and correction 
rights to government information. 

 
May I remind Information Officers to 
ensure that their organisation 
complies with this requirement.  A 
recent look at certain websites 
suggested that this requirement has 
been overlooked by some 
organisations.  

 
·  Extending the coverage of the FOI Act 

to include contract service providers.  
Section 5(7) extends the Information 
Act to include contract service 
providers to the extent of the services 
it provides under the contract. 

 
·  Inserting an objects clause.  Section 3 

of the Act sets out the objects of the 
Information Act. 

 
·  Bringing forward the open access 

period from 30 to 20 years thus 
allowing access to Cabinet document 
after 20 years.  It is 30 years in the 
Northern Territory (s.142). 
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Reforms to the Commonwealth Freedom of Information Act 1982 cont…  

   
·  Permitting FOI applications to be 

electronically submitted.  Although 
there is no provision that specifies that 
electronic lodgement is permitted, I do 
not believe that there would be any 
problem with lodging applications 
electronically as long as the 
organisation could satisfy itself as to 
the identity of the applicant.  There is 
however no provision for the electronic 
payment of a fee.   
 

·  Abolishing application fees.  
Organisations in the Northern Territory 
may charge a $30 application fee but 
this may be waived if the organisation 
believes that the applicant does not 
have the resources to pay the fee or 
having regard to the objects of the Act 
(s.156).  Organisations in the NT 
charged a total of $2,902 in application 
fees in 2007-08. 
 

·  Limiting processing fees to provide 
that the first hour of decision-making 
time is free and the first five hours of 
decision-making time is free for 
journalists and not-for-profit 
community groups.  The Australian 
government has been commonly 
criticised for charging excessively high 
fees.  Most organisations charge a 
processing fee but this normally only 
represents a small percentage of the 
time spent processing the application.  
NT organisations charged a total of 
$3,876 in processing fees in 2007-08. 
 

·  Reformulating the Cabinet exemption 
to ensure that it only covers 
documents at the core of the Cabinet 
process.  It is proposed that the 
exemption be limited to documents 
prepared for the dominant purpose of 
submission to the Cabinet.  The 
Cabinet exemption will be broader 
than the Northern Territory and the NT 
has no dominant purpose test. 

 ·  Dividing exemptions into those which 
are subject to a public interest test and 
those which are not.  It then applies a 
single, simple, strong and clear test to 
all conditional exemptions, which 
requires an agency to give access to a 
document unless giving access would 
at the time “on balance, be contrary to 
the public interest”. The same division 
applies to exemptions in the Northern 
Territory but the test is “Government 
information is only exempt if it can be 
shown that, in a particular case, it is 
not in the public interest to disclose 
the information”. 

 
 
·  Including a non-exhaustive list of 

public interest factors to be weighed in 
favour of disclosure.  The Northern 
Territory has no such list. 

 
·  Removing inappropriate reasons for 

refusing disclosure: 
 

o access could embarrass the 
government; 

o access could result in the applicant 
misunderstanding the information; 

o the author was of high seniority in 
the organisation; and 

o access could result in confusion or 
unnecessary debate. 

 
The Information Act provides that in 
deciding whether it is not in the public 
interest to release a deliberative 
process document, it may have regard 
to the seniority of the author and 
whether access could result in 
confusion and unnecessary debate. 
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Reforms to the Commonwealth Freedom of Information Act 1982 cont…  

   
 
·  Enforcing time periods in the Act.  It is 

proposed that organisations will need 
to seek an extension of time from the 
Information Commissioner if they are 
unable to process the application 
within the stipulated statutory time 
period.  If an organisation fails to 
comply with the statutory time period, 
then charges will be waived.  There is 
no such provision in the Northern 
Territory although the Office of the 
Information Commissioner has 
recommended to the Department of 
Justice, which is currently conducting 
a review of the Information Act, that 
sanctions should apply to 
organisations that regularly fail to 
process applications within the time 
period. 

 

  
·  Creating two new exemptions for 

intelligence agency information and 
the collection, reporting and analysis 
of Defence Force operational 
intelligence.  There are no specific 
exemption provisions to cover this 
information in the Northern Territory 
but it may be covered by other 
exemptions. 
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In February, the Information Commissioner’s 
Office (ICO) reported that the personal 
information of UK citizens is being lost and 
stolen at an unprecedented rate.  Nearly 100 
data breaches were reported to the ICO in 
the prior three months with millions of bank 
details, addresses, emails, private health 
information and employee salary entitlements 
lost or stolen in 2008.  The Commissioner 
stated that data breaches had jumped by 
36% last year.   
 
This compares with statistics in the United 
States where, in the first half of 2008, there 
was a record number of data breaches with 
an increase of 69% in comparison with the 
same period in 2007. 
 
Over 253 million data records of U.S. 
residents have been exposed as a result of 
security breaches since January 2005.  The 
website to check for the total number is at 

 

 
http://www.privacyrights.org/ar/ChronDa
taBreaches.htm#2005 which publishes 
a chronology of data breaches.  The 
chronology represents the approximate 
number of records that have been 
compromised due to security breaches, 
but not necessarily the number of 
individuals affected as some individuals 
may be the victims of more than one 
breach, which would affect the totals. 
 
The Australian Privacy Foundation 
maintains a catalogue of privacy 
breaches in Australia (see 
http://www.healthprivacy.com.au/index_
files/Breaches.htm) reports on some of 
the publicised reports of privacy 
breaches that have occurred in 
Australia since 2006.  
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Review of the Tasmanian Freedom of Information Act 1991  
 
There are a number of interesting 
recommendations in the Tasmanian review: 
 

·  Recommendation 22 provides that there 
be an application fee of $32 which may be 
waived if the applicant is impecunious or 
where the applicant is a Member of 
Parliament acting in connection with his or 
her official duty. 
 

·  Recommendations 40, 41 and 42 provide 
that there be three levels of decision 
maker defined in the legislation: 
 

o A principal officer – namely the Chief 
Executive Officer of the organisation; 
 

o A responsible officer who is the person 
vested with the development and 
implementation of proactive disclosure 
in the organisation.  This person is also 
responsible for the professional 
development of authorised officers and 
the development of staff about the 
legislation; and 

  
o An authorised officer who determines 

applications for assessment.  This officer 
should be appointed for a maximum of 
three years. 
 
It is recommended that these decision 
makers are independent and will act 
impartially in their decisions. 
 

·  Recommendation 43 provides for three 
levels of reporting: 
 
o The Secretary of the agency 

administering the Right to Information Act 
to provide an annual report to Parliament 
on the operation of the Act; 
 

o The principal officer of each agency on 
the operation of the Act within the agency 
as part of its annual report; and 
 

o The Ombudsman to provide a report to 
Parliament on its application as a review 
body in his/her annual report. 

   
 

WESTERN AUSTRALIA  

Complainant – while imprisoned – made an 
application to the agency under the FOI Act 
for access to psychiatric, psychological and 
medical records.  The agency granted him full 
access to some documents and indirect 
access to progress notes and notes of 
counselling sessions in accordance with s.28 
of the WA Freedom of Information Act 1992.  

The Complainant lodged a complaint with the 
Information Commission for an external 
review. Based on the materials, and 
considering the complainant’s recent  
episodes of self harm and the views 
expressed by medically qualified officers 

 contained in the documents, the A/Information 
Commissioner was satisfied that direct 
disclosure of the disputed material to the 
complainant might have had a substantial 
adverse effect on the physical or mental health 
of the complainant.  Therefore, he confirmed 
the decision of the agency to make the 
documents available to a suitably qualified 
person and authorised the agency to withhold 
access until the complainant nominated such a 
person, in writing, to the agency.   

The full decision is available on 
http://www.austlii.edu.au/au/cases/wa/WAICmr/
2009/2.html 

 

In the  Northern Territory  we recently had a very similar FOI application from an applicant who 
had a history of psychiatric illness and had episodes of self harm.  It was agreed that the applicant 
could have access to the information through a suitably qualified psychiatrist. 
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FOI NEWS 

 

On 4 February 2009, Senator Faulkner 
tabled the 2007–08 Annual Report on the 
operation of the federal Freedom of 
Information Act 1982 (FOI Act):  
 
In 2007–08 Australian Government 
agencies received 29,019 FOI access 
requests. The majority of requests were 
directed to Centrelink (9,849), the 
Department of Immigration and 
Citizenship (7,912) and the Department of 
Veterans’ Affairs (6,491). 
 
Eighty five per cent of the requests 
received by agencies were for personal 
information about the applicant or other 
people.  

 The remaining 15 per cent of requests were for 
documents containing other information, such as 
documents concerning policy development and 
government decision-making. 
 
Some 96 per cent of FOI requests finalised in the 
reporting period were granted in full or in part. 
Thirty eight per cent of the FOI requests for non 
personal information were granted in full, 53 per 
cent in part and nine per cent were denied. 
 
The Australian Government spent $29.5m 
processing FOI requests at an average cost of 
$940 per request processed. Only 2% of the total 
cost was recovered in fees and charges. FOI fees 
and charges have not increased since November 
1986. 

 

The Information Commissioner’s Office 
(ICO) of the United Kingdom has recently 
published a guidance to help agencies 
respond to FOI requests from people 
using pseudonyms or fictitious names like 
Mickey Mouse or Sue D. Nym to disguise 
their identity.  Under the UK legislation, 
an agency may treat a request as invalid 
if the name of the requester has not been 
used.  However, it also stresses that 
where it is clear that a pseudonym has 
been used but identity is not relevant and 
the requested information can readily be 
disclosed, it should be disclosed as a 
matter of good practice, even though 
technically the request is invalid. 

 Section 18(3) of the Information Act provides that 
an organisation must satisfy itself as to the identity 
of the applicant before accepting an application.  
However, section 17(2) provides that if an 
application is about access to government 
information, the organisation should not be 
concerned about or take into consideration, the 
reasons that access is being sought.  The Office of 
the Information Commissioner is of the view that it 
is essential to be satisfied as to the identity of an 
applicant if the applicant is seeking personal 
information but the standard of proof required for a 
person seeking to access government information 
is of a lower standard.  The Office urges 
organisations to use common sense.  See 
www.ico.gov.uk 

 

PRIVACY NEWS 

   
On 24 March, Australia’s Right to Know 
Free Speech Conference was held in 
Sydney.  Many media lawyers and 
journalists expressed their concerns 
about the Australian Law Reform 
Commission’s recommendation that 
there be a statutory tort of privacy.   

 In August last year, the Right to Know Coalition, 
which include the ABC, News Limited and Fairfax, 
issued a statement saying that it opposed any 
new privacy action.  However, Mr Scott, the ABC 
Managing Director, spoke out saying that “it was a 
sophisticated idea worthy of debate”. 

 
The “Do Not Call” program in the United 
States has been extremely popular, and 

 there are now some 167 million phone numbers 
reportedly that have been registered. 
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PRIVACY NEWS cont…  

 
Closed-Circuit Television 

The Australian Office of the Privacy 
Commissioner Summer 2009 edition of Privacy 
Matters reported that it receives a number of 
enquiries per year about the collection of 
information through surveillance devices in 
public places.  Concerns relate to the 
collection and potential uses of personal 
information collected through Closed-Circuit 
Television (CCTV) systems in inner city 
streets, parks, pubs, on public transport 
systems and in car parks. 

However, the Office’s Survey of Community 
Attitudes to Privacy in 2007 identified that most 
Australians (92%) were aware of the use of 
CCTV in public places and were not concerned 
(79%).  Some Australians (5%) were very 
concerned about the use of CCTV in public 
places, particularly about the potential for 
misuse of their personal information. 
 
Consistent with these findings, only around 2% 
of the 4,350 written enquiries over the past two 
financial years (and around 2.5% of the 35,451 
phone enquiries) were about individual 
concerns around ‘general surveillance’ issues. 
The most common issues that individuals raise 
with the Office relate to the use of: 

·  surveillance devices in a workplace 
setting (around one-third) and 

  
·  surveillance devices by individuals acting 

in a private capacity (eg web cams, 
home-based video monitoring systems 
etc – around one-quarter to one-third). 
 

The Office only investigated a handful of 
complaints about surveillance issues in the 
same period, with the majority relating to 
complaints about covert surveillance undertaken 
by organisations like insurance companies in 
the assessment of a claim. 

 
The Victorian Law Reform Commission has just 
released a Consultation Paper on Surveillance 
in Public Places.  The Paper notes the 
decreasing cost and greater availability of 
sophisticated surveillance techniques.  It is 
estimated that there are 21 million mobile 
phones in Australia and many of these are 
potential surveillance devices and they can also 
act as a tracking device through built-in global 
positioning technology.  The report is available 
at www.lawreform.vic.gov.au 
 
On 25 March 2009, the Northern Territory Police 
reported to the Office of the Information 
Commissioner that they have almost finalised 
the tender evaluation process for a CCTV 
system in Darwin, Casuarina and Palmerston.  
The Police expect to draft a Code of Practice 
and a Code of Conduct in the coming months.  
The system should be fully installed by the end 
of September. 

   
 

    
The Electronic Privacy Information Centre 
(EPIC) reported on 13 April 2009 that the 
Transportation Security Administration (TSA) 
in the United States has decided to replace the 
walkthrough metal detectors at airports with 
whole body imaging devices.  Such devices 
enable a virtual strip search that produces 
naked images of individuals.  EPIC argued that 
it is an extraordinarily invasive technique that 
is disproportionate to its use and has 
recommended that future funding for the 
program  should be suspended,  although  

 TSA has stated that privacy is ensured through 
the anonymity of the image and it would never 
be stored, transmitted or printed, and it will be 
deleted immediately once viewed.   
 
However, the FAQs for one of the scanner 
models states that the images can be saved on 
the system’s hard disk or transferred to a floppy 
disk for training or legal documentation and the 
stored images recalled and viewed on the 
system monitor or any ABM compatible 
personal computer with colour graphics. 
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Protection of Information on Portable Storage Devic es  
 
 
The Victorian Office of the Privacy 
Commissioner has recently conducted a survey 
to assess how 55 organisations in the Victorian 
Public Sector are handling the growth of the use 
of PSDs in the workplace.  The results of the 
survey found: 
 

·  All 55 organisations permitted the use of 
PSDs in the workplace; 

·  26 organisations had no restrictions or 
controls on their use, whether by 
hardware, software or policy; 

·  43 organisations did not provide PSD 
users with any encryption solutions for 
corporate PSDs; 

·  38 organisations allowed staff to use their 
own PSDs for work purposes; 

·  47 organisations could not track transfers 
of files or data to PSDs; 

·  30 organisations had no procedures for 
reporting loss or theft of a corporate PSD; 
and 

·  51 organisations had no procedures for 
personal PSDs that may contain corporate 
data. 

 
The results of the survey demonstrate that the 
use of PSDs in the workplace is potentially a 
major security risk and I suspect that the same 
survey in the Northern Territory would reveal 
similar results.  The storage capacity of PSDs 
has grown dramatically in only a few years, 
exposing organisations to risks of major data 
leakages that many are not equipped to 
manage.  The major risks identified by Victoria 
are: 
 

·  PSDs are capable of copying and storing 
large amounts of data without being 
detected; 

·  Low levels of encryption are used, even by 
IT professionals; 

·  Some organisations do not employ any 
controls at all, and those that do are likely 
to rely solely on written policies; and  

·  The communication of policies and 
procedures is often passive, such as 
posting them on intranet sites, rather than 
active, such as staff training or 
management oversight. 

  
The Victorian Privacy Survey is available from 
http://www.privacy.vic.gov.au/.  The following 
are some of the recommendations that 
resulted from the survey: 
 

·  Organisations should have a formal 
policy for PSD use. 

·  Users should be made aware that PSD 
loss or theft needs to be reported. They 
should also be aware of the reporting 
procedures, with responsible officers 
clearly defined. 

·  A robust PSD use policy should be 
devoted solely to such devices. If this is 
not possible, substantial attention to 
PSDs should be included as part of a 
broader policy.  Policies should be 
written in language accessible to non-
technical users. 

·  Policies should be actively and 
effectively communicated, rather than 
left to passive channels. 

·  PSD policies and related procedures 
should clearly explain to users how and 
when to delete data from devices in 
their possession. 

·  Encryption options should be explored 
for all PSDs which are likely to be used 
to store personal information.  This 
includes USB keys, mobile phones, 
privacy enhancing technology and even 
“music players”.  Where encryption 
options are either not available or too 
convoluted for users, organisations 
should take steps to ensure those 
devices are not used to store personal 
information. 

·  To help mitigate the broader security 
risks, strict limits on the use of personal 
devices should be enforced, in 
combination with providing a suitable 
range of corporately owned PSDs. 

 
Failure to adequately address privacy issues 
can have serious consequences.  It can be 
costly for the individual concerned and the 
agency.  Breaches can result in 
embarrassment, humiliation or even violence 
towards the individual and can result in 
financial loss and identity theft.   
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Recent AAT Decision  

 
 

RE MOHAMED HANEEF AND AUSTRALIAN FEDERAL POLICE  
ADMINISTRATIVE APPEALS TRIBUNAL 2008/2996 

 
 

Dr Haneef made an application for review to the Commonwealth Administrative Appeals Tribunal 
(AAT) of a determination made by the Australian Federal Police (AFP) exempting various 
documents from disclosure, arising from his application for information under the Freedom of 
Information Act 1982 (“the Act”).  
 
By way of background Dr Haneef, an Indian national working at the Gold Coast Hospital, was 
arrested by the AFP at Brisbane Airport in July 2007 and taken into custody, following the issue of 
an arrest warrant in Britain and a request by the Metropolitan Police Service (MPS) in that country 
for the AFP to make enquiries about Dr Haneef in Australia.   Dr Haneef’s mobile phone SIM card 
was linked to two failed terrorist attacks in London and the attack at the Glasgow airport in June 
2007, the latter which was perpetrated by his second cousin.  
 
Dr Haneef was eventually charged under the Crimes Act with assisting terrorist activity in the UK, 
however these were later dismissed.  Dr Haneef’s visa to remain in Australia was cancelled.  Not 
long after the then Attorney-General appointed the Hon MR MJ Clarke QC to conduct an inquiry 
into his arrest, detention, charging, prosecution and release. 
 
The information requested by Dr Haneef for the purpose of submission to the Clarke Inquiry, 
consisted mostly of information derived from the MPS.  The remainder was information created 
by the AFP including legal advice, contemporaneous notes prepared by officers, prosecution 
documentation etc.  In assessing the information (almost 350 folios) against the exemptions, the 
AFP invoked eleven of the eighteen grounds of exemptions.  Some of the more commonly relied 
on exemptions were as follows (with details as to whether the exemption was confirmed or not): 
 

·  Damage to international relations, including information communicated in confidence by 
foreign governments (largely confirmed, with the AAT noting that material communicated 
to the AFC in confidence from the MPS, specifically withheld, later turned up in disclosed 
material); 

·  Internal working documents [deliberative process, see s 52 Information Act] (confirmed); 
·  Identity of confidential source of information (not confirmed); 
·  Legal professional privilege (largely confirmed with the finding that the AFP waived 

privilege on certain legal advice by using that advice in its submissions before the Clarke 
Inquiry); 

·  Effect on proper conduct of operations/ Documents affecting enforcement law and 
protection of public safety [see s46(2)(c) Information Act ] (largely confirmed); 

·  Personal information/ privacy (equally confirmed and not confirmed); 
·  Secrecy provisions contained in legislation (equally confirmed and not confirmed); 

 
The AAT also found immune from disclosure a large number of key words, code words and 
acronyms used by the AFP to refer to confidential designations for officers, activities and the like, 
that if disclosed could reasonably be expected to cause damage to the security of the 
Commonwealth. 
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Did you know? 

 
The 6th International Conference of Information Commissioner will be held in Oslo, Norway 
from 27 to 30 September 2009.  Anyone interested in attending should contact the 
Information Commissioner for further details. 

 

Privacy news from around the world 

 
 

·  France .  The European Council and the European Parliament appear to be moving 
towards agreement on legislation that would require all 27 European Member States 
to introduce privacy breach notice rules.   

 
·  Germany .  The German company Deutsche Bahn recently admitted that it had been 

spying on 173,000 on its 220,000 employees over a period of eight years.  The 
furore sparked three investigations which raised several date protection questions: 

 
o whether the company should have informed employees about the probe, 
o whether organisations can legally use such monitoring to fight corruption; 
o what level of suspicion should a company have before it conducts mass 

surveillance? 
 

·  Finland .  Finland’s controversial changes to its legislation will give employers the 
right to monitor employee’s email traffic if they are suspected of leaking trade 
secrets. 

 
·  Greece.  The European Court of Human Rights has ruled that taking a photograph, 

which was never published, without permission, of a one day old Greek child 
violated the baby’s right to privacy.  It is uncertain at this stage what the implications 
of this case are but it would seem that photographers who photograph people in 
non-public places without their consent could be liable even if the photographs are 
never published. 

 
·  Japan .  A Mitsubishi company recently admitted that one of its employees illicitly 

copied the personal data of 1.5 million customers and then sold the information to 
13 companies.  Mitsubishi are now trying to obtain promises from the 13 companies 
that they will destroy the information and the employee is being prosecuted. 

 
·  United States .  A bill introduced in the US Congress in February would require 

Internet service providers and Wi-Fi access points to keep records of users for two 
years.  Those sponsoring the Bill argue that it is necessary to protect children 
online.  They say that the Internet offers anonymity to those criminals who are 
looking to harm children. 
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